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Masterclass title: AI-Driven Security Analysis
Short synopsis about the masterclass:
Cybersecurity is entering a new era where human expertise alone cannot keep pace with the volume, velocity, and sophistication of modern threats. 
Traditional tools and manual analysis methods are increasingly inadequate in modern complex systems where new vulnerabilities and attack vectors emerge daily.
At the same time, rapid advances in Artificial Intelligence (AI), especially Large Language Models (LLMs), are revolutionizing how security professionals detect and analyze security vulnerabilities. This Masterclass offers a deep dive into how AI enhances just-in-time vulnerability detection of modern software systems. Through real-world case studies, interactive walkthroughs, and cutting-edge tools from SCIS’s research project developed in collaboration with GovTech, we’ll explore how AI is now being integrated into vulnerability analysis and red team workflows.
 
Short write-up about Prof. Shar:
Lwin Khin Shar is the Associate Professor and the program director of MITB Cybersecurity (CYB) track in SCIS, SMU. Prior to SMU, he held postdoctoral research positions in University of Luxembourg and Nanyang Technological University (NTU). He received his Ph.D. degree in software engineering from NTU (2014). His research interests include software engineering, security & privacy, and machine learning, while specializing in analysis of web & mobile applications and cyber-physical systems for detecting security vulnerabilities, privacy issues, malware, and anomalies. In his research, he often collaborates with industry partners spanning from healthcare to Government sectors.
Profile’s link: https://faculty.smu.edu.sg/profile/shar-lwin-khin-6796
 
Why you should join us:
This Masterclass offers a taste of MITB's latest Cybersecurity Track. If you’re exploring postgraduate options in security, this session shows you what sets us apart. You will learn how modern security teams and research labs are using LLMs to detect vulnerabilities — far beyond conventional vulnerability analysis techniques. Experience real tooling developed as part of the SCIS's Titan project — tools that combine conventional security techniques with LLMs to scale vulnerability detection across languages and improve detection accuracy. 
MITB’s link: https://masters.smu.edu.sg/programme/master-of-it-in-business#overview-tab

